1.0
Introduction and Executive Summary
Introduction
This document was prepared by John A. Sharry, LLNL Fire Marshal and Division Leader for Fire Protection and was reviewed by Sandia/CA Fire Marshal, Martin Gresho. This document is the second of a two-part analysis of Emergency Response Capabilities of Lawrence Livermore National Laboratory. The first part, 2009 Baseline Needs Assessment Requirements Document established the minimum performance criteria necessary to meet mandatory requirements. This second part analyses the performance of Lawrence Livermore Laboratory Emergency Management Department to the contents of the Requirements Document.
The document was prepared based on an extensive review of information contained in the 2004 BNA, a review of Emergency Planning Hazards Assessments, a review of building construction, occupancy, fire protection features, dispatch records, LLNL alarm system records, fire department training records, and fire department policies and procedures.
On October 1, 2007, LLNL contracted with the Alameda County Fire Department to provide emergency response services. The level of service called for in that contract is the same level of service as was provided by the LLNL Fire Department prior to that date. This Compliance Assessment will evaluate fire department services beginning October 1, 2008 as provided by the Alameda County Fire Department.
1.2
Executive Summary -Performance Assessment 3. Sandia/CA could improve emergency alarms processing time by having the LLNL fire alarm system be their primary system, reporting all information directly to the system rather than have the CAS operator call with detailed information.
4. Sandia/CA could improve the processing time for emergencies reported by telephone by having those calls answered direct at ACRECC rather than having the Sandia/CA CAS relay the information to ACRECC.
1.2.7
Performance Status -Training and Certification 
Met Entry level
There is an established training criterion for minimum performance of entry-level personnel.
Met Incumbents
There is an established on-going training criterion for training for incumbents.
Met

Officers
There is a minimum training criteria established for fire officers or supervisors of emergency responder.
Met Special Operations
There is a minimum training criteria established for special operations such as hazardous materials and technical rescue.
Met
Drills and Exercises
There is an established program of drills and exercises at various facilities on LLNL site. 
Met
Purpose
The purpose of this document is to compare the actual response capabilities of Lawrence Livermore National Laboratory to the minimum performance criteria established in the 2009 Baseline Needs Assessment Requirements Document. Upon award of the contract for emergency services, ACFD absorbed all current LLNL fire fighters into their organization so there was no break in service, qualifications, or level of security clearance. All fire fighters permanently assigned to LLNL posses a DOE security clearance and, in addition, 69 ACFD members in other stations have security clearances and qualifications to work at LLNL.
Scope
Assumptions
Before being able to work at either of the LLNL fire stations an ACFD employee must take a minimum level LLNL site-specific training. After assignment to LLNL on a permanent basis, an ACFD member has six months to take the remaining LLNL specific training. Personnel not assigned to LLNL on a permanent basis are only permitted to fill one of the four positions on any company. In that way, staff temporarily assigned to LLNL, are supported by personnel who are fully LLNL qualified.
The LLNL Battalion Chiefs were absorbed into ACFD and became the chief officers assigned to ACFD Battalion 3. Although they serve all of Battalion 3, they are housed in Station 20 on the LLNL campus.
Since the beginning of the ACFD contract, three of the original LLNL fire fighters and a Battalion Chief have either retired or "bid" another ACFD station. The Battalion Chief's position was filled with a newly promoted Chief on a permanent basis. The three fire fighter positions are being filled by floaters until a permanent assignment can be made.
5.2
Mutual and Automatic Aid LLNL, as an entity, is still signatory to several mutual and automatic aid agreements. LLNL meets its obligations to these agreements through its subcontractor, the Alameda County Fire Department. The agreements are as follows: 
Alarm Monitoring and Emergency Dispatch
From its inception in early 2001, the organization that became the Alameda County Emergency Communications Center (ACRECC) was operated by the LLNL Emergency Management Division and later the Emergency Management Department. Beginning in January 2008, operation of ACRECC was turned over to ACFD and certain alarm monitoring and emergency activities became part of the contract between ACFD and LLNL. Included in those services are monitoring the LLNL fire alarm system, which includes alarms being received from Sandia/CA, Lawrence Berkeley National Laboratory, and Parks Army Training Center. In addition, ACRECC is responsible for the following functions and operations:
Answering emergency telephone calls. Dispatching emergency fire and emergency medical apparatus via station alerting systems and radio for LLNL and Sandia National Laboratory. Monitoring and responding to active fire alarms for LLNL and Sandia National Lab. Tracking emergency and non-emergency response resources via radio and telephone. Providing emergency pager notification for deaf employees. For fires in unprotected structures, which represent about 40% of the structures on LLNL property, but only 10% of the building area, the Fire Department at LLNL does not have sufficient resources to meet the minimum initial attack criteria.
Because of the 2004 LLNL BNA, the response schedule was changed to automatically dispatch three companies to non-sprinklered building fires. After awarding of the contract to ACFD the LLNL response schedule was changed to match the ACFD schedule, which calls for three engines, one truck, and a Battalion Chief for a reported fire in any building.
To determine compliance with the Total Response Time criterion, dispatch records for 18 months were examined. Disallowing any incident with incomplete or inconsistent information, 392 incidents were evaluated for response time. The result is that all three performance criterion are met.
6.1.4
Performance Status --Manual Firefighting LLNL Site 200 
Services Provided -Manual Fire Fighting Site 300
ACFD has minimum on-duty staffing at Fire Station 21 (Site 300) of four persons (1 Captain, 3 Fire Fighters). An engine company and chief officer are dispatched from the Livermore Site on every fire response, but with an extended arrival time due to travel distance.
The rural nature of Site 300 dictates specialized tactics for structure fires in order to meet provisions of the various requirement documents concerning the 2In/2Out fire fighter safety requirement. If an interior structural fire as defined within the OSHA regulation and NFPA 1500 is encountered, the first arriving engine company will perform other functions such as, rescue, treatment of the injured, establishment of a water supply, stretch hose lines in preparation for fire attack, and protect exposures until the arrival of the second engine company. In concert with the OSHA rule and NFPA 1500 requirements, a rescue attempt can be made before the arrival of the second engine company if an imminent life-threatening situation is encountered. i Considering the remote location of Site 300, and considering that many of buildings at Site 300 outside of the GSA area will require a 30-minute cooling off period prior to any entry, the fire incident response plan and tactical plan is appropriate, meets the intent of the requirement documents and meets the minimum response criteria established in the Baseline Needs Assessment.
Wildland fire control at Site 300 is a hazard that is mitigated significantly by the annual prescribed burn. The prescribed burn confines a potential fire to the property boundaries of Site 300, eliminates the fuel in high fire probability areas (high explosive test areas), and generally breaks the fuel path, thereby limiting the size of potential fires in other areas. The Fire Department has been successfully conducting prescribed burns at Site 300 for over 40 years. iii Because of the prescribed burn process, fire fighters assigned to Station 21 are well trained and experienced with "back-fire" techniques and use that technique extensively as a fire control measure when responding to wildland fires at Site 300. Staffing at Station 21 allows a standard two-flank attack. LLNL fire fighters have a history of aggressive wildland fire attack at Site 300 and control most fires with the initial response. As with all fire incidents, additional equipment is dispatched from the Livermore Site, but with an extended arrival time. Wildland fires beyond the capabilities of the initial fire attack are usually held in check by the prescribed burn boundaries, but LLNL's Mutual Threat Zone Agreement with the CAL Fire allows for specialized resources such as fire fighting helicopters and tankers in addition to normal wildland mutual aid.
Response statistics for the past eighteen months indicate a continued very low response rate for Site 300. T.
The Fire Department also supports the community surrounding Site 300 by providing fire response to the areas immediately adjacent to Site 300 property, an area with no recognized fire department. During the past three calendar years, off-site fire responses totaled 73 with the average being 24 per year.
The ACFD wildland fire incident response plan and tactical plan is appropriate and meets the minimum response criteria established in this assessment.
6.2.4
Performance Status -Manual Firefighting Site 300 
6.3.2
Performance Summary --EMS 
Services Provided -EMS
ACFD staffs every company with one ALS qualified fire fighter. All fire fighters are BLS qualified as Emergency Medical Technician 1 with the transport or ambulance training module.
All LLNL ambulances are ALS qualified. LLNL responds each engine company as a first responder ALS unit; thus, each engine is equipped with the necessary ALS equipment and drugs.
Fire Station 20 houses a first line ambulance and the reserve ambulance. The reserve ambulance is equipped and maintained as a first response unit and can immediately be used for a second or simultaneous ambulance response. As with fire responses, a unit is dispatched from the Livermore site to any response at Site 300. In this case, an ambulance will respond from Fire Station 20 to any EMS call at Site 300 to assist, provide back-up, and if necessary cover-in at Station 2.
6.3.4
Performance Status Summary --EMS 
Performance Summary --HAZMAT
Services Provided --HazMat
The contract with ACFD provides that Station 20 is a HazMat station and all fire fighters assigned to that station are certified Hazardous Materials Technicians and all Officers be certified Hazardous Materials Specialists. Station 21 does not require that constant level of staffing because of the general lack of hazardous materials.
Station 20 can handle an initial level and most Level 1 incidents with on-duty stuffing. Full-blown hazardous materials incidents require significant equipment and staffing resources. The Fire Department on-duty staffing at LLNL , like most local agencies, does not have the capability to respond to a large hazardous materials incident without mutual aid assistance. LLNL and ACFD have developed a regional approach to hazardous materials response utilizing the County Mutual Aid Plan response to large hazardous materials incidents.
While the LLNL is able to maintain the equipment it has, it does not have the funds to update and upgrade to the newest technology equipment. Without future continued funding for equipment, LLNL's hazardous materials response will be hampered by lack of the most current equipment and will have to depend upon mutual aid and the resources of the Alameda County Fire Department. During the past twenty-four months, LLNL has had to call in the resources of ACFD to deal with spills of unknown materials that could have been handled locally, if the LLNL owned apparatus had been equipped with the most modern equipment. This undermines the LLNL historical desire to be able to "stand alone" in the event of a large area disaster.
Considering the unique combination of security concerns and hazardous materials present, LLNL should be apprehensive about the ability of the Fire Department to provide the necessary response capability without adequate funding for hazardous materials equipment.
The LLNL Fire Department can meet the minimum response criteria contained in the Baseline Needs Assessment by a combination of on duty staffing and use of mutual aid.
6.4.4
Performance Status Summary -HazMat 
Respond to reported technical rescue incidents to provide rescue and extrication of victims of structural collapse, vehicle accidents, and construction accidents or confined space accidents in the Outside of the GSA Areas of S-300 within a total response time of 960 seconds for an Operational Level Incident 90% of the time.
Respond to reported technical rescue incidents to provide rescue and extrication of victims of structural collapse, vehicle accidents, and construction accidents or confined space accidents in the Outside of the GSA Areas of S-300 within a total response time of 2760 seconds for a Technician Level Incident 90% of the time.
6.5.2
Performance Summary -Technical Rescue 
Services Provided -Technical Rescue
The LLNL Fire Department responds to all technical rescue incidents on LLNL and Sandia property.
The Engine Company responds to known technical rescue incidents. The engine company is provided with a hydraulic rescue tool (often called the "jaws of life" by the media), cribbing, and air rescue bags (heavy duty air inflatable bags used to lift or move heavy objects). If the incident were identified as a confined space incident, the HazMat vehicle would also respond, since it carries the specialized confined space rescue equipment.
The performance criterion is met for both staffing and time. There were no technical rescue incidents in the data for the past 18 months, but response times for other incidents indicate that criterion will be met.
Although the Fire Department meets the minimum response criteria for this item, LLNL suffers from the same syndrome here as in hazardous materials responses. That is, lack of adequate budget for updating tools and equipment.
6.5.4
Performance Status Summary -Technical Rescue The dispatch center records all telephone and radio communications and retains those recordings for 100 days. Instant payback recorders are provided at each dispatch console. Fire alarm data is recorded by LLNL as part of their alarm system. Dispatch records are computerized and all information retained in electronic format. Fire apparatus in the ACRECC system use vehicle mounted laptops to communicate with the dispatch center for recording enroute times, on-scene times, and when available. Alarms are acknowledged by electronics means from each station. The center is provided with redundant emergency generators and has dispatch equipment on redundant Uninterruptable Power Supplies. ALCO Fire uses the Alameda County 800 MHz trunking radio system, but responses at LLNL are operated on a federal government 400 MHz trunking system. Both systems are redundant in the dispatch center.
ACRECC has a comprehensive set of operating procedures, including several that are unique to dispatching and handling of alarms. While the set of procedures is comprehensive, many of the procedures are carry-overs from the time when the dispatch center was operated by the LLNL Fire Department. When viewed, these procedures bring into question their current status. For consistency, all procedures should be brought updated to be on ACRECC forms and reviewed for current practices.
The dispatch center is operated in accordance with the operational chapters of NFPA 1221, Standard for the Installation, Maintenance, and Use of Emergency Services Communications System, including the performance requirements for call handling. A review of the dispatch data for LLNL incidents indicates the following performance to the performance criteria of NFPA 1221:
88.9% of LLNL alarms are dispatched within 60 seconds 96.3% of LLNL alarms are dispatched with 90 seconds Data for telephone call answering was not readily available but is reported to be within the performance criteria. Dispatch records for the 18 months reviewed are not always complete in regards to company response and on-scene times. This is partially due to the transition to the new CAD system while waiting for laptop computers installation in fire apparatus. The previous CAD system automatically entered these times via a radio system push button. The laptop computers are to replacement for the radio system logging system, but lagged behind CAD installation slightly. This caused ACRECC dispatchers to have to log the information manually, causing some inaccurate times and in some cases causing missing data. Upon installation of the laptop computers, the time logging was again accomplished automatically. To determine dispatch hold times the data from LLNL incidents was analyzed only for those incidents in which there was complete data. Where there were anomalies in times, those incidents were excluded. This limited the number of incidents, but still provided a solid set of data for analysis.
A review of alarm data from the LLNL Alarm System records indicated that acknowledgement times for fire alarms were 69% within 15 seconds, 82% within 40 seconds, and 91% within 60 seconds. This performance is very good, but could be improved by having alarms received by the alarm system "Fire" screen automatically dump into the CAD system creating a "waiting call" to be dispatched.
Alarms from Sandia/CA are simultaneously routed to the Sandia Central Alarm Station (CAS) simultaneously with the LLNL alarm system, however, the data sent to the LLNL system is not complete for all building systems. The Sandia/CA CAS follows-up each alarm with a phone call to ACRECC to confirm receipt of the alarm and provide the additional information. The Sandia/CA emergency phone number is also answered in the CAS, information taken and then passed on to ACRECC for dispatch. Both of these situations cause delay in the dispatching of emergency forces, which is unnecessary. Further, the training of the Sandia/CA CAS operators is reported to be less than that required for ACRECC, an issue that may be critical during an emergency call. Sandia/CA should consider having all alarm information come directly to the LLNL system to avoid delays in alarm processing. Similarly, emergency calls from Sandia should be answered by the properly trained dispatchers at ACRECC rather than at the Sandia/CA CAS. The system can be arranged to allow CAS to monitor the calls and take over the call if it is not fire or emergency medically related.
6.6.4
Performance Status -Emergency Communications 
There is an established program of drills and exercises at various facilities on LLNL site.
There are documented training records exist for each individual.
6.7.2
Performance Summary -Training 
Entry level
Qualifications are established for entry-level fire department personnel that include medical and physical performance criteria.
Incumbents
Officers
Special Operations
Drills and Exercises
There is an established program of drills and exercises at various facilities on LLNL site.
All Documented training records exist for each individual.
Services Provided --Training
ALCO Fire has multiple training policies and standards, which are generally included in the 50.000 series of Official Action Guides (OAGs). As part of the ALCO Fire Recruit Academy, there is a minimum set of standards for entry level firefighter which includes two year probation. These standards are documented in the ALCO OAGs.
There are also standards for wildland firefighting, which are part of the "red card" program. It is reported that the training includes ICS 100, S-130 ( There is a training program for hazardous materials and technical rescue training for those personnel in stations requiring that training. This training is documented in the ALCO OAGs.
Drills and exercises at LLNL facilities is an important part of the emergency management program. There are extensive drills and exercises of various types are scheduled throughout the year by the Emergency Programs Division of the Emergency Management Department. Special facility familiarization tours are conducted annually for all nuclear facilities. Any special fire fighting techniques for these facilities are discussed at that time. The Emergency Programs Division maintains documentation of the drills.
Training is tracked for each individual via a computer program that is part of the ALCO records management system. A sample of individual training records was examined. Each record contained the module completed, number of hours, and date. The Training Office does certification tracking.
6.7.4
Performance Status --Training LLNL run cards consist of hanging folders that contain building plans, alarm and sprinkler zone plans, exposure maps, an emergency call out list, and a Special Information Sheet. This provides a detailed description of the contents of the building, ways to approach it, and the layout of the building and alarm zones. The "run cards" are filed in building number order in a filing cabinet in the apparatus room. Mutual and automatic aid companies have been shown the location of the run cards in case they are responding to a building without one of the "resident" companies.
The Special Information Sheets and the Emergency Call Out Lists are maintained by the ES&H Teams and updated quarterly. Information is loaded onto a server and downloaded quarterly by the Emergency Management Department Secretary.
A recent audit and observations by the Fire Marshal in the past six months have found areas for improvement of the run cards. Some of the drawings in the run cards do not show all the items required and some of the run cards do not contain a legend of the symbols. Emergency Call Out lists have not been updated per the required schedule.
6.8.4
Performance Status -Pre-Fire Plans 
Services Provided -Emergency Apparatus
As part of the contract with ACFD, LLNL remains responsible for providing emergency apparatus and equipment. ACFD is responsible for replacement of expendables. The LLNL emergency apparatus fleet is modern, well designed, complying with NFPA standards and is maintained per the GSA maintenance schedule. The oldest vehicle in the fleet of fire apparatus is just ten years old. One ambulance is 20 years old, but will be replacement this year.
The design of the fleet is such that the reserve engine is being used as the first line Type 1 Engine for Station 21. ACFD has provided coverage for engines out of service due to repairs and maintenance, however, the LLNL fleet does not meet minimum requirements for first line and reserve apparatus. LLNL has always desired to be able to "stand alone" in the event of a large area emergency. The lack of a reserve engine does not allow that philosophy to be maintained. Operationally over the past 25 months, with the support of ACFD, the reserve engine situation has been covered.
There is a five-year apparatus replacement plan. The next major replacement vehicle is due in 2013 with T-20 being the target for a 15-year replacement.
6.9.4
Performance Status -Emergency Apparatus 
